

06 DEC 01  

STATEMENT OF WORK (SOW)

RAH-66 COMANCHE OFFICE AUTOMATION / NETWORK

MANAGEMENT SUPPORT

1.0 BACKGROUND.

The Comanche Integrated Services Network (CISnet) is to provide data interface and exchange capabilities between the Comanche aircraft manufacturer (Boeing/Sikorsky), the T800-LHT-800 Engine Manufacturer, Light Helicopter Turbine Engine Company (LHTEC), and the Comanche Program Manager's Office (PMO). It is primarily related to Comanche contract system and software development efforts for the Comanche aircraft.  The Comanche CISnet system requirements have evolved and grown, and now provide a platform and system for functions and capabilities necessary to support all aspects of the Comanche PMO's office automation services. CISnet requirements include contractor life-cycle support for the acquisition, configuration, installation, integration, maintenance, and turn-in of all computer automation hardware and software required to support management of the software engineering efforts for the Comanche development efforts of the government, the Boeing/Sikorsky Joint Venture, and the Government’s principal software engineering support service contractor, Veridian Engineering, Inc, under its existing requirement’s contract   CISnet is the PMO’s Local Area Network (LAN), developed by Veridian Engineering, Inc. and consists of an architecture that provides the capacity for, but is not limited, office automation services.  The ability to provide office automation services to the Comanche PMO will require an in depth knowledge of the CISnet architecture required to provide same to include network security features.  All non office automation CISnet operations and services (i.e., electronic data interchange and electronic data management) will continue to be provided to the Comanche PMO by Veridian Engineering, Inc, under its on-going requirements contract.

2.0 SCOPE.

Provide the Comanche PMO with Office Automation and Network Management support. All office automation efforts and services must be accomplished consistently within the CISnet architectual framework.  These services include the installation, maintenance, and management of sufficient word processing, database, spreadsheet, e-mail, and graphics capabilities necessary to support the PMO mission. Implicit in this effort is that the contractor shall be capable of supporting AMCOM/PEO Aviation’s commercial off-the-shelf (COTS) software packages (and future upgrade versions) used throughout Industry. Additionally, this effort includes contractor system administration duties to support the current and future PMO LAN and Wide Area Network (WAN) interface. Responsibilities include, but are not limited to, system backups, user assistance with LAN hardware/software, LAN training, LAN software installation, file transfer capabilities across multi-platforms (i.e., PC, MAC, Sun UNIX, SGI, etc.), installing LAN boards in PCs, Macintosh and concentrators, primer, setup, creating/deleting users, establishing asynchronous communications, e-mail (including remote capability) and Bulletin Board Systems. The technical and administrative support required to accomplish the tasks shall be provided on a time and materials basis to ensure the timely distribution of programmatic and technical data.

3.0 REQUIREMENTS.

3.1 General. The Contractor shall maintain, manage, and optimize, via the CISnet, office automation services such that they remain consistent with the original purpose of the system (as described in paragraph 1.0). CISnet must remain capable of assimilating electronic data received from the Comanche development contractors, including all software deliverables, to able to provide this information on-line, and continue to facilitate electronic access to prime contractor Comanche network databases. All CISnet assets, existing or new, related to the original purpose of the system and required to provide office automation services, shall be maintained in the proper network configuration, and be completely compatible with both the normal office automation, and the electronic data management requirements of the Comanche PMO. In regard to providing office automation services, the contractor shall maintain CISnet’s compliance with Department of Defense (DoD) Continuous Acquisition and Life-Cycle Support (CALS), The Joint Technical Architecture-Army and Technical Architecture Framework for Information Management (TAFIM), Volume 2: Technical Reference Model, and Volume 7: Adopted Information Technology Standards. The contractor shall maintain essential interact information standards, as they pertain to providing office automation services, including Transmission Control Protocol/Internet Protocol (TCP/IP), Point-to-Point Protocol (PPP), File Transfer Protocol (FTP), Post Office Protocol-3 (POP3), Internet Mail Application Protocol 4 (IMAP4), Simple Mall Transfer Protocol (SMTP), Multipart Internet Mail Extensions (MIME), Structured Query Language (SQL), HyperText Markup Language (HTML), and HyperText Transfer Protocol (HTTP). To ensure original CISnet fundamentally is maintained, while current and evolving PMO automation service requirement are met, the contractor shall:

3.2 Planning/Schedules. Develop/provide plans and schedules for all defined activities for the PMO. 
     3.2.1 AMCOM/PEO Aviation/Comanche TRADOC System Manager (TSM) Compatibility. Continue the use of an Open Systems Interconnection/Government Open Systems Interconnection Profile (OSI/GOSIP) philosophy that facilitates the integration of AMCOM and PEO Aviation LANs. Coordinate with AMCOM and PEO Aviation automation staff to ensure, to the greatest extent possible, the compatibility of CISnet office automation services with the automation systems supporting these organizations.  Implement, and  manage  Comanche TSM/CISnet interface.  Implement domain shares with PEO Aviation network.  Implement, manage and update Comanche portion of PEO Aviation public website. In this area, the effort will focus on enabling CISnet to share data (in all media types) and exchange e-mail with these systems.  Provide Comanche PMO level support to furthering PEO Aviation Integrated Data Environments efforts within and between the Aviation PMOs as they pertain to providing and expanding office automation services.  

3.3 System/Network Management. Perform management and coordination of all system hardware, software, and LAN to support the PMO's office automation requirements. 

      3.3.1 Office Automation Hardware/Software Support. Receive, configure, install/integrate, maintain/troubleshoot, and turn in computer hardware, software, and support equipment comprising the Comanche PMO office automation services. Test new applications and upgrades. Evaluate new office automation products (hardware/software) for technology insert/on into the CISnet system architecture. This includes all desktop and laptop systems, software, peripherals, and support equipment needed to provide sufficient word processing, database, spreadsheet, graphics, printing, E-mail services, single point portal web based access to CISnet data bases, web based data/search indexing, and capabilities for web based use of workflow tools for the Comanche PMO.  Lastly, this includes all hardware and software needed to field and support the office's LAN. 

       3.3.2 Comanche PMO Information Technology (IT) Modernization Plan. Maintain current plan documenting present and planned initiatives for the continued modernization of the PMO office automation capabilities. This plan shall be updated on a quarterly basis or upon request. It will be the source document for preparation and update of the PMO Office Automation Budget.  Support the PMO to perform paperless contracting.  This effort will require Comanche CISnet interface with applicable DoD/Army/AMC and AMCOM automated initiatives, applications and products.

       3.3.3 Participate/Coordinate with Comanche MIS Board. Coordinate with the PMO Management Information System (MIS) Board regarding planning and schedules. Recommend to the Contracting Officer's Representative (COR), contractor representative(s) to participate on the MIS Board. Prepare and brief an automation-related demonstration/orientation class during the monthly MIS Board meeting. Confer with members of the MIS Board regarding equipment purchase and integration. Provide advice when requested. Support the PMO in acquisition of system-related assets to include equipment, market-survey and Information Technology Resources Requirement (ITRR) execution.  Prepare MIS Board briefing charts, conduct meetings and write minutes.

     3.3.4 System Configuration Management/Property Accountability. Maintain in a database, configuration listings of installed office automation equipment. Conduct audit(s) of all PMO office automation equipment on a quarterly basis. Conduct partial and/or complete equipment audits upon request of MIS Board Chairman. Maintain a network diagram depicting the location of each automation asset (identified by bar code label) on the network.  Ensure the diagram is current, accurate and complete 

     3.3.5 CISnet System Requirements Specification and System Design Document. Update the Office Automation portions of the System Requirements Specification (SRS), the System Design Document (SDD) and the Concept of Operations (ConOps) documentation IAW IEEE STD 1362-1998 to reflect changes in the office automation portion of CISnet architecture.

     3.3.6 Network Performance Requirements.  Maintain CISnet operational availability of 95 percent (95%).  During normal business hours (weekdays, 0630-1630, excluding holidays) maintain CISnet operational availability of 98%.  Operational availability is defined as ability of any authorized network user to successfully gain access to any CISnet office automation function, feature and/or database.  Operational availability does not include loss of network operations due to causes (e.g., power outages, AMCOM campus problems) outside of the contractor’s control. Maintain metrics regarding operational availability and report status at MIS board meetings.

3.4 User Support. Organize, staff, and provide demonstration / support for new CISnet office automation users and advanced training to current CISnet users when requested. Provide support on new applications and upgrades to current applications as required. This support may include classroom installation and individual (desk-side) instruction. Provide on-site user support for answering user's questions, troubleshooting PC and workstation desktop systems, answering service requests, or addressing on-site user demands. Respond to  service requests within one hour of receipt. Maintain a database of service requests, including current status of each. 

3.5 System Administration. Add authorized user accounts and delete user accounts that are no longer active. Perform network backup, automating the process as much as possible.  Provide continuous telecommunications failure monitoring and ensure optimal LAN use through analysis of the network. Correct problems detected or reported by system users as promptly as possible to ensure optimal use of the network.  Provide user notification of corrective action to be taken within 24 hours (during business hours) and status on a daily basis thereafter.  Provide adequate network security services to protect CISnet data from unauthorized use. Follow Army Enterprise guidance for Information Assurance (IA).  Perform periodic security audits and establish and maintain a security firewall for CISnet.  Report possible network intrusions to the Army Computer Emergency Response Team (ACERT),  PEO Aviation POC and- COR.  Provide secure pathways, via Secure Socket Layer (SSL), secure POP3 and IMAP4 to external and remote users of the electronic mail system and other web-based portions of the CISnet architecture.  

     3.5.1 Remote Access. Maintain ability of authorized network users to successfully gain remote access to the CISnet 95 out of 100 dial-in attempts.  Successful access shall consist of ability to gain access to CISnet upon initial dial-in contact.  Continue to improve remote access capability to the system. Maintain metrics and present status along with recommendations for improvements to the Comanche MIS Board.  

     3.6 Training.   The contractor may request additional training in order to facilitate continued upgrade, improvement and/or modernization of CISnet. 

4.0    DELIVERABLES.   The contractor shall deliver contract data/deliverables as specified.  . In accordance with the Contract Data Requirements List (CDRL) of this requirement, the contractor shall provide:

4.1 Information Technology Modernization Plan. As per paragraph 3.3.2, update (as required) in contractor format and deliver in accordance with CDRL A001. 

4.2 System Requirements Specification (SyRS). As per paragraph 3.3.5, prepare Bi-annually in contractor format and deliver in accordance with CDRL 

4.3 System Design Document (SDD). As per paragraph 3.3.5, prepare (bi-annually) in contractor format and deliver in accordance with CDRL Service Request Reports. As per paragraph 4.4, prepare (monthly) in contractor format and deliver in accordance with CDRL 

         4.4 Service Request Reports.  As per paragraph 3.4, prepare (monthly) in contractor format and deliver in accordance with CDRL.

4.5 Performance and Cost Report.   Prepare (monthly) in contractor format and deliver in accordance with CDRL.

        4.6 Trip Reports. As per paragraph 6.0, prepare (within ten days of return) in contractor format and deliver in accordance with CDRL.

 5.0     PERIOD OF PERFORMANCE.  The period of performance for this requirement is from task order award (approximately 25 Mar 02) through 24 Mar 06.

6.0      TRAVEL.  (ADD Text).  The following trips are required:

TRIP DESTINATION/DURATION

TRIPS

NUMBER OF PERSONS

 Huntsville, AL to Nashville, TN


2

3 days

Huntsville, AL to Seattle, WA


1

4 days

Huntsville, AL to San Francisco, CA

1

5 days

Huntsville, AL to Las Vegas, NV


1

5 days  

Travel request should be submitted to the Contracting Officer or the Contracting Officer’s Representative (COR) once assigned.  Submit written request for approval a minimum of (5) business days prior to the expected travel.

7.0   SECURITY. Maintain personnel with SECRET level security clearances to allow unrestricted access to PMO working areas. Maintain Proprietary Information Exchange Agreements (PIEA) with the Comanche prime development contractors, Boeing/Sikorsky and LHTEC, to protect Comanche related proprietary information resident on the CISnet LAN.

8.0 GOVERNMENT FURNISHED PROPERTY. The Government will provide adequate office space and support facilities/equipment to facilitate contractor on-site personnel. Hardware and software support needed to monitor, troubleshoot; maintain, mid otherwise manage the PMO automation system will also be provided. Contractor shall provide the required support on-site.

