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PROTECTION AND HANDLING OF FOR OFFICIAL USE ONLY INFORMATION (USAAMCOM)

Information and/or material identified 'For Official Use Only' (FOUO) shall be protected and handled in accordance with the following:

     a.  DEFINITION.  Information that has not been given a security classification pursuant to the criteria of an Executive Order, but         __________

which may be withheld from the public for one or more reasons cited in Freedom of Information Act (FOIA) Exemptions 2 through 9 shall be

considered as being For Official Use Only.  No other material shall be considered or marked 'For Official Use Only' (FOUO).  FOUO is not

authorized as a form of classification to protect national security interests.

     b.  SAFEGUARDING FOUO INFORMATION.         _____________________________

          (1)  During Duty Hours:  During normal working hours information determined to be FOUO shall be placed in an out-of-sight

location if visitors, casual traffic and other nongovernment/noncontractor personnel have access to the work area.

          (2)  During Nonduty Hours:  At the close of business, FOUO records shall be stored so as to preclude unauthorized access.

Filing such material with other unclassified records in unlocked files or desks, etc., is adequate when normal U.S. Government or

government/contractor internal building security is provided during nonduty hours.  When such internal security control is not

exercised, locked buildings or rooms normally provide adequate after-hours protection.  If such protection is not considered adequate,

FOUO material shall be stored in locked receptacles such as file cabinets, desks or bookcases.

     c.  TRANSMISSION OF FOUO INFORMATION.  FOUO information will be transported in a manner that precludes disclosure of its contents.         ________________________________

When not commingled with classified information, FOUO information may be sent via first-class mail or parcel post. Bulky shipments that

otherwise qualify under postal regulations may be sent fourth-class mail.  Transmittal documents will call attention to the presence of

FOUO attachments.

     d. TERMINATION, DISPOSAL AND UNAUTHORIZED DISCLOSURES.        __________________________________________________

          (1)  Termination:  The originator or other competent authority, e.g., initial denial and appellate authorities, shall

terminate 'For Official Use Only' markings or status when circumstances indicate that the information no longer requires protection from

public disclosure.  When FOUO status is terminated, all known holders shall be notified, to the extent practical.  Upon notification,

holders shall efface or remove the 'For Official Use Only' markings, but records in file or storage need not be retrieved solely for

that purpose.

          (2)  Disposal:  FOUO materials may be destroyed by tearing each copy into pieces to preclude reconstruction, and placing them

in regular trash containers.  When local circumstances or experience indicates that this destruction method is not sufficiently

protective of FOUO information, local authorities may direct other methods but must give due consideration to the additional expense

balanced against the degree of sensitivity of the type of FOUO information contained in the records.

          (3)  Unauthorized Disclosure:  The unauthorized disclosure of FOUO information does not constitute an unauthorized disclosure

of DOD information classified for security purposes.  Appropriate administrative action should be taken, however, to fix responsibility

for unauthorized disclosure whenever feasible, and appropriate disciplinary action should be taken against those responsible.  The DOD

component that originated the FOUO information shall be informed of its unauthorized disclosure.

(End of Clause)
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